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Abstract 

 The Random Number Generators (RNGs) are very important in a wide range of 

applications, the most popular one in security fields rely on the randomness of certain parameters 

and also in many other fields. 

This paper proposed a new algorithm for generating a pseudo random number, based on 

using secret sharing method. The proposed method takes Arabic text as the seed which represents 

as the secret value of the secret sharing, then specify the length and range of RNG, after that 

generating several shares. These shares can be used as the random numbers. The test results show 

the proposed method has long period and proved the efficient using Arabic text as seed of the 

RNG. 
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 الخلاصة

انز٘ ٚعخًذ  ٛت( يًّٓ جذا فٙ حشكٛهت ٔاسعت يٍ انخطبٛقاث ٔخاصت فٙ يجال الأيRNGsُانعذد انعشٕائٙ)يٕنذاث إٌ 

ٍْ انًجالاث الأخشٖ انًخغٛشاثانعشٕائٛت فٙ بعط عهٗ   .ٔأٚعاً فٙ انعذٚذ يِ

َٙ يضٚفَّ، اساسٓا إسخّٛ ْزا انبحث ٚقذو خٕاسصيٛت جذٚذة نخُٕن حأَخْزُ انطشٚقتُ  حٛثغشٚقتِ انًشاسكت بانسشٚتِ. خذاوذُ عذدَ عشٕائ

قخشََحتُ َصَّاً عشبٛاً كقًٛت أنٛت انخٙ حًُثمُّ انقًٛت انسشٚت  ًُ ًٕنذ انعذد نثىّ ححُذّدُ انطٕلَ ٔانًذٖ  ،نطشٚقتِ انًشاسكت بانسشٚتِ ان

 ٌْ ٍُ أَ كِ ًْ اٌ انطشٚقت  ٕظحح اثَخائج الاخخباس .اٌَسخعًهٓا كأعذاد عشٕائٛتانعشٕائٙ ٔ بعَْذَ رنك حَٕنذ عِذّة أسٓى، ثىّ ْزِ الأسٓىِ ُٚ

 اثبخج كفاءة اسخخذاو انُص انعشبٙ كقًٛت أنٛت نًٕنذ انعذد انعشٕائٙ.كزنك انًقخشحت نٓا فخشة غٕٚهت ٔ
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1. Introduction 

Random Number Generators (RNGs) 

have an important role in cryptography used 

for key generation and also have 

applications in many fields. The 

programmers recognized the need for a 

means of providing randomness into a 

computer program. However, it may seem it 

is difficult to get a computer to do something 

by chance. A computer follows the 

instructions blindly and is therefore 

completely predictable [1].The RNG is a 

process that provides random numbers; there 

are two main approaches to generating 

random numbers: Pseudo-Random Number 

Generators (PRNGs) and True Random 

Number Generators (TRNGs) [1].Secret 

sharing have been proposed as a solution to 

create Pseudo Random Number Generator. 

The idea of secret sharing is to start with a 

secret, divide it into pieces called shares, 

which are then distributed among 

participating individuals by the dealer. Only 

certain groups of participants can reconstruct 

the original secret. 
 

The aim of this paper is to propose a 

new algorithm of Random Number 

Generator (RNG), based on using secret 

sharing method. 
 

The rest of this paper are, random 

number generator in section 2, tests of 

randomness in section 3, secret sharing in 

section 4,the proposed method is in section 

5, section 6 experiments results, while 

section 7 is conclusions. 

 

 

2. Random Number Generator 
 

The Random Number Generators 

(RNGs) is a process that provides random 

numbers, which means the numbers in a 

sequence are random. The RNGs have an 

important role in cryptography system used 

for generation of cryptographic keys for 

security and have applications in many fields 

such as games, roulette, lotteries and draws, 

statistics, simulation and modeling, 

computer algorithms , evolutionary 

algorithms, arts and other fields[2]. 

There are two types of random numbers [1, 

3]: 

 Pseudo random numbers are numbers 

that appear random but are obtained 

in deterministic ways that use 

mathematical formulae.   

 True random numbers are obtained in 

non-deterministic ways but use 

physical phenomena.   

 

 

2.1 Pseudo Random Number Generator 

(PRNG): 

PRNGs are generators produced 

through algorithmic techniques that use 

mathematical formulae to produce sequences 

of numbers that look like they were really 

random but in reality, each value is 

determined based on system’s state and is 

not truly random [3]. 
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Properties of PRNGs [3,4]: 

i. Serially uncorrelated: 

 The sequences of random numbers should 

be uncorrelated sequence 

 

ii. Lengthy period: 

 The generator should be of long period 

which means the series of digits should not 

repeat only after the generation of a very 

large set of random numbers. 

 

iii. Uniformity:  

The sequence of random numbers should be 

uniform, and unbiased.  

 

iv. Efficiency:  

Mean they can produce many numbers in a 

short time (Fast). 

 

v. Deterministic: 

Mean that a given sequence of numbers can 

be reproduced when the start point of the 

sequence is known. 

 

2.2 True Random Number Generator 

(TRNG) 
 

TRNGs produce randomness by use 

a nondeterministic source referred to as an 

entropy source; the entropy source is come 

from the physical phenomenon and 

introduces it into a computer. The physical 

phenomenon can be very simple, like the 

little variations in somebody's mouse 

movements, the amount of time between 

keystrokes, the background noise from an 

office or laboratory and radioactive source 

also could be use as a physical phenomenon 

[3, 5]. 

 

The properties of TRNGs are not 

predictable, not a period that meaning the 

sequence does not repeat itself and 

inefficient because of it very slow that takes 

a long time to produce numbers [3, 5]. 

 

3. Tests of Randomness 
 

The tests of random generators is 

used to check if the PRNG is random 

enough, or in the other word is used to check 

if the output of PRNG is independent and 

identically distributed[6, 7]. The following 

are an overview of some of these 

randomness tests [6]: 

 

i. Frequency Test: 

The frequency test is a simple type of test 

that could be considered as a first pass. This 

test uses to compare if the distribution of the 

set of numbers generated is equal 

distribution and not bias distribution. If 

PRNG passes in the frequency test that is not 

mean its random enough, but if PRNG fails 

in the frequency test then there is no need for 

further testing. 

 

ii. Runs Test:  

The runs test is used to determine the 

identical bits in the uninterrupted sequence, 

or in the other word testing if the actual 

number of runs of 0’s  and 1’s is as expected 

for a random sequence. 

 

iii. Poker Test: 

The poker test is used to determine if the 

possible frequency of certain digits repeats 

in any sequence more than the other 

possibilities.  

For example:  0.577, 0.909, 0.255, 0.414, 

0.331  



Note in this sequence there is a pair of like 

digits appear in each number generated. 

 

 

4. Secret Sharing 
 

A Secret Sharing (SS) is a technique 

that shows how to divide data D into   

pieces, whereas the D can be easy 

reconstruct. In secret sharing the data D 

called secret and the pieces called shares [8]. 

There are two main types of secret sharing 

which are secret splitting and secret 

thresholding [9]. 

 

4.1 Secret Splitting 
 

In secret splitting, the secret can be splitting 

into   shares and it requires all the shares to 

reconstruct the secret. The secret can be 

splitting either into two shares or into   

shares, in both types all of shares will be 

used to reconstruct the secret. Therefore this 

type of secret sharing have a problem that is 

if any of the shares gets lost, then the secret 

cannot be reconstructed [9]. 

 

4.2 Secret Thresholding 
 

In secret thresholding, the secret can be 

divided into   shares and it only requires 

specific number of the shares to reconstruct 

the secret without needs all of the shares [10, 

11]. Therefore this type of secret sharing 

solves the problem of secret splitting 

because it is not requires all of the shares to 

reconstruct the secret but only     of shares 

[10]. The most common method of secret 

thresholding is Shamir’s (t, n) threshold 

method which using interpolation 

polynomials. The Shamir’s (t, n) threshold 

method is defined as the follow [11, 12]: 

1. Choose a prime p larger than n (the 

number of shares) and the secret S. 

2. Define S to be the constant term    and 

choose       random number of the 

coefficients 

                                   . 

3. Construct        by using       degree 

polynomial,                         

           ∑   
   
         . 

4. Compute the shares                 , 

and distribute them to n users. 

Some properties of       threshold are [8]: 

1- The size of each share does not exceed the 

size of the original data. 

2- When    is fixed, the shares can be added, 

deleted or changed without affecting of the 

other existing shares. 

 

5. Proposed Method 
 

The proposed method is used the 

Arabic text as the seed of Random Number 

Generator (RNG) and using Shamir secret 

sharing to generate a random number. The 

process is performed by the following steps: 

The first step is entering the Arabic text and 

then taking the ASCII code of the Arabic 

text to generate the seed that will represent 

the secret value of the secret sharing. The 

second step is entering the desired length to 

generate random numbers with the specified 

length that will represent the number of 

shares in secret sharing. The next step will 

be select integer value to generate random 

numbers in a selected range. Finally is 

performing the concept of Shamir secret 

sharing to generate random numbers. as 

shown in figure (1). 



 

 

 

 

 

Figure)1(: Illustration RNG by using Arabic text 

and secret sharing. 

 

Algorithm (1) describes the necessary steps 

to show how to generate a random number 

by using Arabic text as seed and Shamir 

secret sharing:  

  

Algorithm(1): Arabic Text RNG using 

Shamir Secret Sharing 

Input: Arabic text      the seed of RNG, The 

length of series     , The Range of RNG    . 

Output:    Random Number . 

Process: 

Step 1: Read            . 

Step 2: Split Arabic text string     into letters 

then computes its ASCII code and puts in 

array      

Step 3: The Seed                           

Step 4: Set                                    

                            

Step 5: For           

Step 6:        ∑      
    

    .
 

Step 7:                    . 

Step 8: End for   

Step 9:    is array of    Random Number . 

Step 10: End 

 

 

6. Experiments Results 

This section presents the results of 

the tests sets conducted on the established 

proposed method for generating random 

numbers with related discussion.  

The test results of effects the different 

Arabic text with specific length and range to 

the results of random numbers as shown in 

the table (1). 
 

 

 

 

Table (1): Random numbers of different Arabic 

text with specific length and Range. 

 

 

 

 

 

 

 

 

 

 

 

According to the table (1) when fixing the 

value of the length and the value of the range 

and using different Arabic text, the test 

shows that it is possible to prove each 

Arabic text that has different results of 

random numbers which means the efficient 

using Arabic text as seed of the RNG. 
 

 

Arabic 

Text 

Length 

of 

series 

Range 

of 

RNG 

Random Numbers 

انجايعت 

 انخكُٕنٕجٛت

7 151                          

بلاد يابٍٛ 

 انُٓشٍٚ

7 151                        

ٔاد٘ 

 انشافذٍٚ

7 151                         

بغذاد 

 انسلاو

7 151                       

اسض 

 انحعاساث

7 151                        

 



The test results of effects the specific Arabic 

text with different length and range to the 

results of random numbers as shown in the 

table (2). 

 
 

Table (2): Random numbers of specific Arabic 

text with different length and Range. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

According to the table (2) when fixing the 

Arabic text and using different value of the 

length and range, the test shows that the 

proposed method of the RNG has long 

period which means the efficient using 

Shamir secret sharing to generate random 

numbers. 

In order to test the randomness of the 

proposed method, the three types of 

randomness tests (frequency test, runs test 

and poker test) have been tested to check if 

the RNG of the proposed method is random 

enough. This is done by using CrypTool 

software [6]. Table (3) shows the results of 

randomness tests of proposed RNG. 

 

 

 

 

Table (3): Randomness Tests Results. 

No. Test Name Test Result 

1 
 FREQUENCY 

TEST 
Frequency Test Passed  

2  RUN TEST 
Runs Test Passed , Long Runs 

Test Passed 

3 POKER TEST Poker Test Passed 

 

 

7. Conclusions  
 

The proposed method uses the 

technique of secret sharing to provide RNG, 

by taking the Arabic text seed as the secret 

value then generating several shares as the 

desired length of random numbers. The 

proposed method has good randomness 

performance that shows the effectiveness use 

of Arabic text based RNG. So that, when 

using the encryption will enhance the level 

of security.  
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